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Eliminating Persistent Viruses (Without the Need to Reformat)


Introduction



The purpose of this document is to explain common methods used in the process of eliminating persistent viruses off of a computer, primarily when the anti-virus has been compromised and most functionality of the system has been lost either online or offline.  This document in no way guarantees the removal of any virus, as viruses are constantly evolving and changing.


Locating the Problem Unconventionally



If the anti-virus software on the system is unable to find or fix the problem and especially if it cannot even be run due to protection protocols embedded in the virus, other methods need to be employed in order to smash the virus.  After disconnecting your computer from the internet (to prevent possible additional damage to your machine), the first step should be to download and install a piece of software known as Malwarebytes.  Malwarebytes is installed easily like any other program.  Once installed, click on the Start Button in the lower left hand corner of your Windows based computer and open up your Programs list. The installation folder for Malwarebytes should be called “Malwarebytes'  Anti-Malware”.  Open this folder and run the Malwarebytes.exe file inside of the folder.  Though the software itself is as easy to use as any anti-virus software, when the program loads, simply click on the perform full scan radio button and click on the scan button to initiate the scan.  This may take an hour or more depending on how large the system's hard drives are.  Malwarebytes will locate any and all dangerous files and give you the option to delete them at the end of the search, but if the problem persists, other methods are available to you.


Deploying Additional Unconventional Methods




Though there are other programs like Malwarebytes available, chances are if Malwarebytes fails to fix the problem, the others will too.  In cases such as this, a piece of software known as HijackThis might be useful, though it does take some computer know-how to use and it should be used cautiously.  One HijackThis is downloaded, it can be run in the same fashion as Malwarebytes.  Once the HijackThis folder is found and the exe file run, the program will display a screen prompting the user.  The user should then click the button “Do a scan and save the logfile”.  The program will then scan your computer for all program traffic attempting to communicate with the internet over your system.  Most of the results will be safe software already running on your machine.  The program will produce a log file of all results which can be copied and pasted into the HijackThis Logfile Analyzer, or uploaded onto the HijackThis forum to have real people look at if you so choose.  The Logfile Analyzer will be sufficient for any medium grade computer user.  The results of the Analyzer's findings will go through each item that the HijackThis program found on your computer and tell you if it thinks it is safe, moderately safe, dangerous, etc.  It will also tell you the location of these dangerous files, so that the user can navigate to them effortlessly and remove them manually.  In most cases, this should be sufficient, but if it is not, there are other methods that can be used to locate and destroy most sophisticated viruses today.


If All Else Fails



If all else fails, one easy trick is to use the system's Task Manager to find unusual programs running on the machine.  For machines older than Windows 7, Ctrl Alt Del is enough to bring up the prompt for Task Manager.  On Windows 7, it is easier to right click on the Tool Bar (where your program icons go when they are running) and click Start Task Manager.  When the Task Manager pops up, click on the Processes tab, and click on the User Name sub-tab beneath that.  This will separate out all system programs from user programs, allowing the user to more easily locate the virus and also avoid accidentally closing system critical programs accidentally.  Once the Task Manager has sorted all programs by User Name, the user should then go through all programs running under the User Name that he or she signed on with and look for anything unfamiliar, or very unusually named.  It is very common for viruses to use an incoherent mix of upper and lower case letters, as well as numbers and even symbols in some cases.  To a user of medium skill, these sort of files will stand out like sore thumbs.  If the user is unsure of a program he or she finds running on the system, he or she can perform a simple Google search to research the program in question.  Nine times out of ten, the first result will explain whether or not the program is legit and can be trusted.  If a virus is found, simply right clicking on it and clicking the End Process option will tell the user whether or not that is the virus in question.  If functionality is restored to the computer, it is the correct file, but it still is not eliminated off the system.  Avoid restarting the computer at this point.


The Power of MSConfig



Whether or not the virus has been located at this point, the user should click the Start Button in the lower left hand corner of the screen.  If using an operating system older than Windows 7, the user can then go to Run and type “msconfig” and then hit enter.  If using Windows 7, type “msconfig” in the “Search programs and files” text box and hit enter.  After doing that, Windows 7 users can then double click on the msconfig result that shows up.  Once the program runs, the user should click on the Startup tab to see a list of programs that run when the computer starts up.  If anything unusual is found, it will stick out with an unusual naming convention and should be Googled before, to make sure it's safe or not.  If the search results state that it is unsafe, simply checking the check box next to the name will tell the program not to run when Windows reboots.  Additionally, the Location sub-tab gives the file's location path, so the user can manually locate the file and delete it as necessary.  Upon completing this task, the user should then click on the Services tab in the msconfig program, which will bring up a larger list of additional software running on the computer.  Again, in this case, the naming convention of the program is important.  If it looks unusual, it should be researched to find out whether or not it is safe to keep running on the system.  The Services tab also does a good job at letting the user know whether or not the program is from Microsoft, or any other company the user may know, making it easier to find problem files.  If a problem file is located, it can be disabled with msconfig via the check box, or the disable button located on screen.  This will disable the program, but it won't eliminate it.


Cleaning Up the System



If all of the above steps have been performed and msconfig was used to disable a program, but not eliminate it, now is a good time for the user to run the system's conventional anti-virus software under a full system scan, as now, the virus originally blocking it's use should be disabled and able to be eliminated.  If the anti-virus does fail to find anything, it is wise to repeat the steps above, regarding Malwarebytes and HijackThis just to do a double sweep of the system.  After completing these tasks again, the user should attempt the system's conventional anti-virus software again, under a full scan, just to make triple sure that the problem virus has been removed by the previous methods.  Though this is not a sure fire way to remove any or all viruses off of a system, this can save a lot of money by preventing a reformat or perhaps even the purchasing of an entirely new system as in many cases, these steps are more than enough to remove persistent viruses off of an infected system.

